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   MARSEC COE has become a hub for mari�me security as a result of 

Turkey's geopoli�cal and geographical posi�on.

    Having developed strong historical and cultural �es with the people 

of Balkans, Africa, Caucasus, Middle East and the Eastern 

Mediterranean  Sea from past to present, Turkey  has  been  

con�nuously  contribu�ng  to  the  sustainable peace and stability  

across   the    region    with   “Peace   at    Home,  Peace   in the World” 

principle. Turkish Naval Forces has been providing ship, base and personnel support to 

Afghanistan, Kosovo, SNMG, SNMCMG, Opera�on Black Sea Harmony (OBSH), Opera�on 

Mediterranean Shield (OMS),  UNIFIL, CTF 151 Task Forces in the mission areas of counter-piracy, 

humanitarian aid, evacua�on opera�on, mari�me situa�onal awareness, mari�me security 

opera�ons, energy security, counter terrorism, preven�on of WMD prolifera�on and NCAGS 

(Naval Coopera�on and Guidance for Shipping) Exercises. With an aim to analyse and maintain the 

lessons learned from these opera�ons in coopera�on with other na�onal and mul�na�onal  

mari�me security stakeholders in a systema�c, process and product oriented approach, MARSEC 

COE was established on 12 November 2012 in Aksaz Naval Base / Marmaris.

    Within the past period, we included a number of new ac�vi�es to our agenda, such as building a 

theore�cal framework in the field of mari�me security, standardiza�on and suppor�ng the 

ac�vi�es of concept and doctrine development.

    We also conducted short-term courses regarding mari�me security, and Command Post Exercise 

(CPX) subtopics. Up to now, we have provided Mari�me Security courses to 1772 pari�cipants 

from 69 countries.

    Our Centre of Excellence was relocated in İSTANBUL on 14 February 2017, due to the fact that 

the access was easy and the centre was much closer to universi�es and mari�me industry. We also 

adopted a capability-based concept, rather than a risk-based organiza�on structure. Following the 

joint ac�vi�es and mee�ngs with universi�es, the idea of publishing a journal was put forward, in 

which the studies of the academics working on mari�me security issues could be included.

    We would like you to enjoy the the first issue of the journal prepared within that scope,  and we 

expect it to open new horizons for you.  We also expect to receive more ar�cles for our following 

issues  from all over the world.   

     

     Fair winds & following seas.
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AIRCRAFT CARRIERS AND TURKEY'S 
INCREASING MARITIME SECURITY NEEDS

     Aircra� carrier is a warship that carries manned or unmanned, fixed wing or rotary wing tac�cal aircra�, 

using that capability in the whole aspects of mari�me opera�ons within firepower, reconnaissance, 

surveillance and patrolling capabili�es.  

    

   There are mainly four types of large vessels considered as aircra� carriers. They are large aircra� carriers 

among which Nimitz-class and Gerald Ford class aircra� carriers are the most remarkable however extreme 

examples; middle size aircra� carriers such as Chinese Liaoning; Small size aircra� carriers such as Italy's 

Cavour and lastly LHD/LHA type amphibious ships. 

   

   Out of 193 na�ons in the world, there are only 70 na�ons opera�ng navies.  13 navies have their own 

aircra� carriers or LHD/LHAs (the United States, China, Russia, Engand, France, India, Spain, Italy, Thailand, 

Brazil, Japan, Australia, South Korea).  

    

  

    

Turkey, who has contributed a lot to the regional and global maritime 
security under the ‘’Peace at home, peace in the world’’ principle, will 
add remarkable value to global maritime security environment through 
the commissioning of TCG ANADOLU into its eet in the near future

                            by Cem Gürdeniz
                         Rear Admiral (UH) (Ret.)
Koc University Maritime Forum Director 

 

*
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     Turkish Navy's new Project, LHD, TCG ANADOLU can be regarded as an aircra� carrier despite being “an 

Amphibious Assault Ship or Landing Helicopter Dock (LHD)” which is currently being constructed at Istanbul, 

under Spanish license.  The ship has a displacement of 28,000GT and a length of 232 meters, and will be able 

to carry six F-35B Joint Strike Fighters, which is a STOVL(Short Take off and Ver�cal Landing) aircra� along 

with 4 A�ack Helicopters, 8 Medium Transport Helicopters, 2 Seahawk General Purpose Helicopters and 2 

Unmanned Aerial Vehicles (UAV).

    

 Air cra� carrier has become a Turkish defense and security requirement in the 21st century.  This 

requirement stems from both its geopoli�cs and geoeconomy within a peninsular state surrounded by the 

seas, where the economic growth depends on the mari�me transporta�on of which uninterrupted security 

is a must. 

    

   Turkey's popula�on is reaching almost 90 million with a GDP, exceeding 800 billion $ making it a center of 
st

global a�rac�on which reciprocally promotes Turkish business ac�vi�es and investments worldwide. In 21  

century global environment, Turkey's periphery of commercial  interests is not limited to its own territory 

and borders. Now there is not a single country which is yet to be visited by Turkish ci�zens. Turkish business 

and welfare interests mainly in Eurasian landscape grow while the need to protect, if and when needed. As a 

result, Turkey might need to project its power beyond its borders. 

    

   Over the past few years, Turkey experienced several problems with evacua�ng its ci�zens from Albania, 

Lebanon, Libya and Yemen  where rescuing Turkish ci�zens was made possible through u�lizing the frigates. 

The need for a large amphibious ships with air arm first emerged during the Former Yugoslavia Crisis, when 

Turkey was unable to conduct an evacua�on opera�on for its ci�zens and kin communi�es in the Adria�c 

region, which is about 600 miles with bird's fly from İstanbul. 

     

   Similarly, following the 17 August 1999 İstanbul Earthquake, foreign navies sent their LHDs and LPDs to 

Turkey as their support, exhibi�ng great capabili�es for both humanitarian assistance and disaster relief 

missions. That experience has also triggered the requirement of LPD or LHD for Turkey situated astride of 

the major fault lines. It should be noted that TCG ANADOLU will also be able to serve as a hospital with a 

capacity of 3000 in the event of any natural disasters, besides being capable of carrying huge numbers of 

heavy construc�on equipment to the coast. 

    

    All these considera�ons reveal the fact that having that kind of ship will make more significant contribu�on 

to the state in �me of peace, than that of war.  
  
  On the other hand, TCG ANADOLU and her future partner will cons�tute the backbone of the development 

of Turkish Navy in the 21st Century.   Therefore, building and using that ship across the distant periphery of 

Anatolian Peninsula shall drive Turkish Navy into further capability levels. These include a large spectrum 

involving pilot training, flight deck opera�ons, UAV and UCAV design and opera�ons. 

     

   Turkey, who has contributed a lot to the regional and global mari�me security under the  “Peace at 

home, peace in the world” principle,  will add remarkable value to global mari�me security environment 

through the commissioning of TCG ANADOLU into its fleet in the near future. 
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     Cem Gürdeniz was born on March 24, 1958 in Istanbul, Turkey, grew up in Boğaziçi as a member of a 
family belonging to a Turkish Merchant Fleet. A�er gradua�ng from Pertevniyal Primary School, he 
a�ended to İstanbul Haydarpaşa High School and then enrolled at Naval High School.

   A�er gradua�ng from Naval Academy Interna�onal Affairs sec�on in 1979, he was assigned to war ships 
as a deck officer with the rank of ensign. He was posted in Naval Postgraduate School/USA between 
1983-1985 and completed his post graduate on 'Personal and Educa�on Analysis' then worked in Turkish 
Naval HQ/Ankara un�l 1987.

  He became Opera�onal Officer to TCG Gayret destroyer with the rank of lieutenant a�er gradua�ng 
from Naval Staff College between 1987-1989.When conduc�ng this duty, he was selected to Supreme 
Headquarters Allied Powers Europe (SHAPE) HQ/NATO and during his tour at SHAPE, he received a 
master's degree from Universite Libre Bruxelles (ULB) on Interna�onal Poli�cs.

  He transferred TCG Gaziantep (decommissioned US Perry class frigate) as an XO and became the 
Commanding Officer (CO) of that ship in 1998. A�er concluding different posts in Turkish Naval HQ he 

rdwas assigned as the Commodore for the 3  Frigate Flo�lla.

  Concluding the BH Strategy Branch in Plans and Policy Division at Turkish Naval Forces HQ, he was 
promoted to Rear Admiral (LH) and assumed the duty un�l 2005. Between 2005 and 2007 he became 
Division Head for the Plans and Policy Division at Turkish Naval Forces HQ. Then he was posted as the 
Commander of the Landing Forces and by promo�ng to Rear Admiral (UH) to Commander of the Mine 
Fleet Command. Finally, he assumed the duty of  Division Head of the Plans and Policy Division at Turkish 
Naval Forces HQ for the second �me.

  Admiral (R) Gürdeniz speaks French and English fluently and has 22 ar�cles published in Turkish Navy 
Bulle�n. He is also the author of a number of publica�ons including Turkish Navy Handbook, Naval Terms 
Dic�onary English/Turkish and Turkish/English and Turkish Naval Fleet (pres�gious book).

  Between 2003-2010, he par�cipated in in at least 30 interna�onal conferences notably about the 
Security in the Black Sea. He is married to Rengin Gürdeniz and has two children named Suntay and Ege. 
His hobbies are ship modelling, sailing and swimming.

Cem Gürdeniz
Rear Admiral (UH) (Ret.)
Koc University Maritime Forum Director 

 

*
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     Mari�me space is especially suitable for such treats due to its width and on account of the fact that the 

major part of it has not been regulated by a law. Piracy and terrorism are two of the most striking ones among 

those. 

     

     Piracy: Threats related to modern piracy are complex and mul�ple. Basically, pirate a�acks are posing a 

direct threat to the lives and prosperity of the ci�zens of the states. Due to the fraud, robbery against ships 

and goods, and delayed post,  piracy has a direct nega�ve impact on economy and sea trade.

  Poli�cally, piracy can play a vital role in jeopardizing  the legi�macy of the regimes by encouraging 

corrup�on among selected government officals. Environmentally, pirate a�acks have the poten�al to trigger 

enviromental disasters especially on the crowded sea traffic lines in which heavy loaded oil tankers are 

passing.

     

   The main reasons why piracy can not be prevented despite all the measures having been taken,  can be 

listed as follows:

     

  First and the most important reason is the substan�al increase in the sea trade traffic. That increase 

provides pirates with almost unlimited desirable, high yield opportuni�es.

   Second important reason is that despite the wide mari�me space, marine trade depends on certain lines 

and straits, which provides the pirates with  geographical spaces where they can organize their a�acks. The 

obliga�ons such as speed reduc�on due to the heavy traffic or transit rules at these straits and transit points  

cause trade vessels to be threatened by pirate a�acks for a long period of �me. Another important obstacle 

on  the  preven�on  of  piracy  is  the  ongoing  economic  crisis. Crisis  causes  more  people,  especially  from

   In today's global environment, cross-border 

security problems pose a significant, dynamic and 

ever-changing threats to the securing of na�onal 

and interna�onal stability.  Besides not being able 

to be overcome through conven�onal defense 

systems that states had built in order to protect 

their lands and ci�zens, these  threats also  benefit 

from the extreme uncertain�es that characterizes 

the world poli�cs in which  there is an  uncertainty 

as to  who can take an ac�on against whom, 

through what means and what they can do.

Due to the international potential risks that threaten maritime spaces, 
the measures to be taken on maritime security are now more signicant 
than ever 

 
                                        by Alaaddin Sevim

Rear Admiral (LH) ,Instructor, Piri Reis University*
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coastal communi�es, to be involved in piracy ac�vi�es, as well as causing the majority of coastal states to fail 

in providing necessary funds to establish effec�ve coastal monitoring regimes.  

    

   Shore and port security weaknesses also play a significant role in the increase in low level piracy ac�vi�es 

such as robbery incidents in anchored or docked vessels. 

     

   Terrorism: In the world's complicated and unstable security environment, high-profile terrorist a�acks 

from the seas are always regarded as a feared possibility, which also increase the concerns that interna�onal 

terrorist networks a�empt to control mari�me spaces outside of na�onal sovereignty, especially in the 

western hemisphere.

   

  The possible reasons why the seas could be preferred as ac�vity fields by interna�onal terrorist  

organiza�ons can be listed as follows;

     

    The first and most important reason is that the world popula�on is concentrated on the sea coasts, which 

increases terrorist groups' risk of choosing coastal areas and using seas as a means of a�ack on targe�ng 

human masses. Seas may also be target areas for terrorists aiming to create economic conflicts. The welfare 

of states and the communi�es is considerably  dependent on transporta�on of raw materials and processed 

goods, which is largely based on keeping the sea routes open.  Interrup�on of the flow of raw materials and 

supplies by terrorist a�acks, shut downs of sea routes temporarily or permanently, or shu�ng down the 

facili�es of an important port, can lead to significant economic and environmental damages.

     

    Besides being used for terror purposes, marine vessels can also be target of terror a�acks. As experienced 

before, a cruise ship carrying many pessengers may be targeted by terrorist organiza�ons. Delay or 

preven�on in transpor�ng of the ships carrying strategic raw materials  may arouse an unrest among the 

target group.  This kind of terrorist a�acks might par�cularly have significant psychological effects and they 

might lead to the instability of regimes.  

   Terrorists' risk of using mari�me and mari�me transport for their own logis�cal purposes should not be 

overlooked.  Especially container trade bears the poten�al risk of being u�lized by terrorist groups in the 

field of illegal human and weapon transport.
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     Another issue that has been voiced recently in the field of security in the seas is the risk of collabora�on 

between  terrorism and piracy. Eventhough there is no concrete evidence regarding  the collabora�on 

between terrorism and piracy due to the difference in their purposes,  it should be taken into account that 

marginalized groups can develop a system in which they can be involved in tac�cal business associa�ons or 

engage in some ac�vi�es in order to overcome the difficul�es that some extremist groups faced in mari�me 

areas before. It can be observed that the ini�a�ves  aimed at ensuring security at seas have generally been 

ini�ated by the United States especially a�er the terrorist a�acks on  September 11, 2001. These ini�a�ves  

can be listed as follows:

     

     In order to prevent the use of container transporta�on among  terrorists, a new security applica�on called  

Container Security Ini�a�ve (CSI) has been launched by the US.  The main purpose of the CSI is to check over 

the containers at the ports where they are loaded or during the travel before they arrive at US ports.  The 

Mari�me Safety Commi�ee (MSC) has been authorized by the Interna�onal Mari�me Organiza�on (IMO) to 

deal with all the ma�ers related to mari�me safety and the measures to be taken in this regard. Following the 

intensive efforts by the MSC,  the Interna�onal Ship and Port Facility Security Code (ISPS),  involving 

measures for the safety of ships and port facili�es, was published.  Within the ISPS Code to which Turkey has 

been included, mari�me industry was introduced the concept of security. In addi�on, security related 

regula�ons and applica�ons have been ini�ated in the ships and port facili�es. Ini�ated by the United States 

in 2003, Prolifera�on Security Ini�a�ve (PSI) is one of the most significant ini�a�ves undertaken individually 

by states. This ini�a�ve is a step towards preven�ng illegal weapons of mass destruc�on and nuclear 

materials trafficking at sea.

  Another measure is the Customs Trade Partnership Against Terrorism (C-TPAT), which was first 

promulgated by the US. The purpose of that system is to ensure the security of the interna�onal cargo 

through accredita�on of all the elements in transporta�on and supply chain.

    

     Efforts to increase safety in the seas can be concentrated on the following areas: 

Ÿ  to assist in awareness raising in the field of security at seas and the development of the ini�a�ves; 

Ÿ  to inform the public about the consequences of mari�me security ini�a�ves through comprehensive and 

detailed analysis; 

Ÿ to help exis�ng mul�lateral security and defense arrangements and organiza�ons rearrange their 

missions to play a more effec�ve and inclusive role against the threats at seas, and 

Ÿ to encourage mari�me trade elements to improve and use the technology in security ma�ers.

    To obtain a result in the above listed fields of ac�vity,  the tac�cal measures that can be taken by the 

security and related elements in the states and seas are as follows: 

 

Ÿ to increase the ability to monitor and inspect the mari�me spaces, 

Ÿ to support interna�onal organiza�ons and ini�a�ves related to security at seas, 

Ÿ to strengthen and control the security management of ports, 

Ÿ to sponsor the development of cost effec�ve methods and technologies in this area.

     

       How the seas will be used is of vital importance not only in the future of the states but also in the future of 

the whole world. There is always a poten�al risk that those who pose a threat can use the areas where 

security weaknesses are experienced, and the seas can be used against the welfare and well-being of 

humanity. However, the seas are indispensable for humanity, and the significance of the seas will remain 

constant for humans. Therefore, seas must not be allowed to be environments where the threats have 

dominance against humanity.
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Alaaddin Sevim contact info:
Phone number: 0216 581 00 50- 16 55
asevim@pirireis.edu.tr
Rear Admiral (LH) 
İnstructor, Piri Reis University

   Mr. Sevim started his career as Navy officer a�er gradua�ng from Turkish Naval Academy in 1984. During 

his career in Turkish Navy,  he served on varius assigments extending from deck officer to engineer in 

submarines. He became an admiral in 2007. As an admiral, he was Chief of Foreign Intelligence in Turkish 

General Staff Headquarters, Commander of the Çanakkale Strait and Commander of the Aegean Sea Area.  

He re�red in 2011 with the rank of Rear Admiral (LH).

   His educa�on includes; Turkish Naval Academy and Naval War College. He received his master degree from 

engineering science in Naval Post Graduate School, USA. 

   He was Naval A�ache to Turkish Embassy in Washington DC from 2002 to 2005.

   He currently teaches in Piri Reis University. He is married to Mrs. Ebru Sevim and has two sons, Ömer 

Efe (15) and Ege (14).

*
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Although the latest reports indicate that the number of cases of piracy 
and armed robbery has decreased dramatically, efforts in eliminating 
the threats are still vital for the permanent success in counter piracy
   Piracy is a long-las�ng threat that nega�vely affects world mari�me trade. Although the 
interna�onal and coordinated counter-piracy efforts have begun to give promising results a�er the 
related resolu�ons of the United Na�ons Security Council, in par�cular since 2008, it has not been 
possible to end piracy completely. 
  
  Piracy and armed robbery at sea con�nues to be an important threat to ships, by changing its types, 
methods and some�mes the regions. The most important part of counter-piracy is to iden�fy the source of 
the problem and to develop proper measures to minimize and finally remove the threat. 

  The most valuable informa�on can be obtained by collec�ng related data during the monitoring period, 
comparison of data with the previous period and analyzing the results. This process leads counter-piracy 
teams to produce a suitable, applicable and effec�ve plan. 

  Following data may help us to evaluate the piracy threat, interna�onal counter-piracy efforts and to 

develop new course of ac�ons if necessary. Interna�onal Chamber of Shipping (ICC) recently published the 

2017 Annual Report for “Piracy and Armed Robbery against Ships”. 

   

*

*     h�ps://www.icc-ccs.org/index.php/1240-mari�me-piracy-and-armed-robbery-reaches-22-year-low-

says-imb-report

  According to the report, 

totally 180 incidents were 

reported to ICC Interna�onal 

Mar i�me  Bureau ( I M B ) in 

2017. This number is the 

lowest in 22 years period. It is 

the lowest annual number of 

incidents since 1995, which 

were 188 reports.

                               by Faruk Doğan 
             Navy Captain (Ret.) Turkish Navy*
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    Piracy and armed robbery cases in South East 

Asia (76), Africa (52), South America (24) and 

Indian Sub Con�nent (25) cons�tute %98 of total 

incidents of 2017 regionally.To say locally; the 

number of incidents in Indonesia (43), Nigeria 

(33), Philippines  (22),  Venezuela (12)  and 

Bangladesh (11) were 67% of total a�acks in the 

year. 

   The number of incidents within 5-10 years perspec�ve may provide us with some valuable informa�on 

about the effec�veness of the respec�ve counter-piracy efforts. For example, Indonesia could provide a 

drama�c decrease (55%) in 2017 due to effec�ve Marine Police Patrols, whilst the number of reported 

incidents has more than doubled In the Philippines.

    Similarly, various naval counter-piracy missions and efforts of organiza�ons, coali�ons as well as individual 

states con�nue to protect ships transi�ng through the region and control mari�me security in the Gulf of 

Aden, Horn of Africa and Somalia Basin, though it is s�ll at stake in the Gulf of Guinea especially in Nigerian 

Basin. On the other hand, Somali pirates hijacked a commercial ship for the first �me in the last five years and 

this number reached three by the end of 2017, which is s�ll low in comparison with 2008-2012 numbers. 

Totally six vessels were hijacked out of 180 piracy and armed robbery incidents which 136 vessels were 

boarded, 22 a�empted a�acks, 16 fired upon on the seas of all over the world in 2017.

   The rela�ve decrease in pirates' 

boardings and hijakings  in 2017 

compared to the previous five years 

shows that the measures are 

effec�ve, but not sufficient.

    On the other hand, 91 crew members were taken hostage in 15 separate incidents and 75 were kidnapped 

from their vessels in 13 other incidents. In addi�on, three crewmembers were killed and six injured in 2017. 

In spite of important decrease in hostage numbers, increase in kidnap and ransom a�acks in the last 5 years 

expose an evolving threat as the pirates tend to entail greater violence.
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Category                          2013                  2014                   2015                  2016                   2017

Attempted                          28                       28                       27                     22                       22

Boarded                             202                     183                    203                    150                     136

Injured                                 22                       13                       1                       12                       16

Kidnap/Ransom                 12                       21                      15                       7                         6

Killed                                   264                    245                     246                    191                     180           
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Somali Piracy Has Almost Been Eradicated
Vessels hijacked and pirate related activity* off the coast of Somalia from 2008 to January 2014

* Vessels red upon attempted boarding



    Some addi�onal sta�s�cal data may help seafarers to shape their precau�onary measures. To men�on 

about the status of the ships during actual a�acks; 90 of the ships were anchored, 40 of them steaming and 

11 berthing. 

    

    Another important parameter is the flags of a�acked ships. The ships wave Singapore (31), Marshall 

Islands (29), Panama (27) and Liberia (26) are the flag states whose ships were a�acked 12 or more �mes in 

2017.

     

      The common feature of these a�acks is the Flag of Convenience-FOC (or quasi-FOC: Singapore) flagging 

of the ships.  If Singapore is considered as a regional excep�on since threat density high and focused more in 

that region, pirates could have chosen the targeted ships thinking that the ships were not under protec�on 

of a na�onal flag which take part in counter-piracy efforts. 
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Types of violence to crew, January - December 2013 - 2017

Types of Violence            2013                  2014                   2015                  2016                   2017

Assaulted                                                       1                        14                       5                         6

Hostage                             304                     442                     271                    151                      91

Injured                                 21                      13                       14                       8                         6

Kidnap/Ransom                 36                       9                        19                       62                      75

Killed                                    1                        4                          1                                                   3           

Missing                                 1                         1                                    

Threatened                         10                       9                        14                       10                      10 

Total                                   373                     479                    333                     236                    191 



    However the numbers show that the presumed assump�on is possibly wrong. According to the records, 

managing countries whose ships were a�acked 12 or more �mes in 2017 were Greece (22), Germany (22) 

and Singapore (56).

    

     The ICC Annual Piracy and Armed Robbery Report for 2017 has many other records and sta�s�cal data that can 

enlighten new strategies, tac�cs and measures. The elements involved in the collec�on, analysis and publica�on 

of data in such reports, the navies implemen�ng preemp�ve, preven�ve and deterrent measures for counter-

piracy opera�ons and seafarers on board merchant ships carrying out the best prac�ces developed to eliminate 

pirate a�acks are vital for the success in counter-piracy.
   
    It can be seen that piracy a�acks have decreased considerably as a result of decisively and precisely applied 

measures by all the elements of the counter-piracy to this day. Although piracy has declined recently, it could 

easily escalate again unless the root causes of piracy are eliminated, such as poor state control, the lack of legal 

economic opportuni�es and the absence of the rule of law.
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      FARUK DOĞAN is a Re�red Navy Captain from Turkish Navy.
   
    As for his sea duty tours; in junior ranks (Ens-LtJG-Lt.), he embarked aboard destroyers, escort destroyers, 
landing ship, mine ship in Turkish Navy as an electrical and electronics branch head, naviga�on and 
opera�ons division head and also served as the commanding officer of a landing tank cra� and auxiliary 
ship. In senior ranks (Lcdr.-Cdr.-Cpt.), he served as execu�ve officer and commanding officer aboard TCG 
GAZİANTEP (FFG/F-490). 

    During   those  tours,  he  par�cipated  in several   �mes  in Opera�ons Ac�ve Endeavour (OAE) and 
Standing NATO Mari�me Group -2 (SNMG-2) deployments. 

  Faruk DOĞAN also commanded Turkish Destroyer Division-4 and during this tour he par�cipated in 
Barbaros Turkish Mari�me Task Group’s first deployment as the Commodore of the Surface Task Unit. 

  Shore tours for Faruk DOĞAN have included duty in Turkish General Staff Plans and Policy Division as 
Na�onal Strategy Project Officer, in Turkish Naval Command Opera�ons Division as the Opera�onal 
Planning Sec�on Head, in Turkish Southern Task Group Command as the Chief of Staff and in Turkish Naval 
Staff College as Opera�ons and Intelligence instructor.  During Turkish Southern Task Group Command tour 
he also served as the Chief of Staff of the Combined Mari�me Forces (CMF) Combined Task Force 
Command-151 (CTF-151) aboard USS GETTYSBURG (CG-64) and USS ANZIO (CG-68) for Coali�on 
counter-piracy opera�ons in Gulf of Aden, Horn of Africa and Indian Ocean. During those tours, he joined 
planning and opera�onal phases of various United Na�ons, NATO, Coali�on and Na�onal mari�me issues 
as par�cipa�ng in opera�ons, mee�ngs or working groups (i.e. NATO Defence Capabili�es Development 
and Planning Mee�ngs, High Level Defence Group (HLDG) Mee�ngs, American Turkish Council (ATC) 
Mee�ngs, Shared Awareness and Deconflic�on (SHADE) Mee�ngs, Mari�me Informa�on Exchange Vessel 
Operators Mee�ng (MIEVOM), Turkish-US Caucasus WG., United Na�ons Interim Force in Lebanon 
(UNIFIL) etc.).

   He re�red from Navy in 2014 and he has been working as the Secretary General of The Employers Union of 
Turkish Ship-owners since 2016.
 
   Faruk DOĞAN graduated from the Turkish Naval Academy in 1985 as Electrical and Electronics Engineer 
(BS). He also holds a BS degree in Economics from Anatolian University (1993), a Master's degree in 
Na�onal Security, Management and Interna�onal Rela�ons from Turkish Naval War College (1998), a 
GR.ND. degree in Strategy and Policy, Mari�me Opera�ons, Na�onal Security Decision Making from United 
States Naval Staff College (2000) and a PME degree in Joint Campaign Planning and Strategy from Turkish 
Joint Forces War College (2001).

*
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CTF 151: Missions 
and Counter-Piracy 

Operations

    The official defini�on of Piracy was made in the ar�cle 101 of the 1982 United Na�ons Conven�on on  the 

Law of the Sea. According to the UNCLOS Conven�on, Piracy is defined as any illegal acts of violance or 

deten�on, or any act of depreda�on, commi�ed for private ends by the crew of the pessengers of a private 

ship or a private aircra�, and directed on the high seas, against another ship or aircra�, or against persons or 

property on board such ship or aircra�. The fundamental difference between “piracy” and “armed robbery” 

is that while piracy refers to a�acks occuring in interna�onal waters, armed robbery occurs in territorial 

waters.

   Piracy a�acks began to rise in the Gulf of Aden in 2007, due to the unsteady environment in Somalia. Piracy-

related incidents drama�cally increased in 2008, posing a significant threat for the global mari�me transport 

in the mari�me routes where more than 30.000 vessels were passing each year.  Following the hijacking of 42 

vessels in 111 piracy incidents in 2008,  United Na�ons Security Council (UNSC) took certain measures on 

piracy issue.

  Within the scope of the measures taken by United Na�ons, Standing NATO Mari�me Group-2, par�cipated 

by Turkish Navy frigate TCG GÖKOVA was deployed off the Somali coast by NATO to conduct a counter-

piracy mission in October-December 2008. Opera�on Ocean Shield, NATO's another counter-piracy mission 

was conducted in conjuc�on with SNMG-1 and SNMG-2.

  Due to the fact that the number of piracy incidents in the Gulf of Aden increased significantly, spreading 

towards Somali Basin and the Arabian Sea, Combined Task Force 151 (CTF 151), operated by Combined 

Mari�me Forces (CMF), was ini�ated by United States in 13 January 2009, in accordance with United Na�ons 

Security Council Resolu�ons, with an aim to deter and disrupt piracy. 

  As a part of NATO's counter piracy missions conducted in the Gulf of Aden, Somali Basin and the Arabian 

Sea, Turkish Naval Forces began to support CTF 151, following the adop�on of Bill 934  by the Grand Na�onal 

Assembly of Turkey on 10 February 2009. CTF 151 command mission was taken over by the United States to 

Turkish Naval Forces on 3 May 2009, which lasted un�l 13 August 2009.

 

by Emre Sezenler
          Navy Captain*
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CTF 151's mission is to disrupt piracy and armed robbery at sea and to 
engage with regional and other partners to build capacity and improve 
relevant capabilities in order to protect global maritime commerce 
and secure freedom of navigation.



    Besides the first command, CTF 151 command mission was taken over by Turkish Naval Forces .      
�ü 1 September-29 November 2010
�ü 19 September-13 December 2012 
ü 27 August-21 December 2015 

�ü 29 June-2 November 2017

   Since its establishment, CTF 151 was commanded by 11 countries, including Japan, Turkey, England, the 
United States, Singapore, Pakistan, New Zeland, Thailand, Denmark, Bahrain and Republic of Korea.    
  
   Bill 934 authorized by the Grand Na�onal Assembly of Turkey to Turkish Naval Forces was extended in one 

year periods beginning from February 2009,  un�l 10 February 2019. 

  

  On 10th of February 2009, The Grand Na�onal Assembly of Turkey accepted the bill allowing Turkish 

government to deploy Turkish Naval Forces in Gulf of Aden, Somali Basin, Arabian Sea and adjacent seas. It 

was extented one addi�onal year in 10 February 2018. The bill aims at tasking the Turkish Navy warships with 

escor�ng, protec�ng and ensuring the safety of all the vessels with Turkish flag, and ac�vely par�cipa�ng in 

the missions conducted against piracy and armed robbery at seas.

   It should be emphasised that besides the current piracy and armed robbery missions con�nuing for 2 years, 

Turkish Navy frigates have been tasked with an addi�onal mission on “figh�ng the terrorism at seas”. 
  

  Due to the significant decrease in the piracy incidents in recent years, NATO's counter piracy mission 

Opera�on Ocean Shield formally ended on 31 December 2016. In addi�on to the CTF 151 mission, there are 

some other Navy units aimed at countering piracy. Those are; 
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Year Resolution Number 

2008 1816, 1838, 1846, 1851 

2009 1897 

2010 1918, 1950 

2011 2020 

2012 2077 

2013 2125 

2014 2184 

2015 2244, 2246 

2016 2316 

2017 2383 

 

     The number of piracy incidents were the highest between  2009-

2011. Thanks to the significant efforts, the number of the cases 

began to decrease in 2012, during which 8 hijackings and 43 

a�emped a�acks occured. 

  In addi�on to the ac�vi�es carried out by naval assets in the 

region, several other ac�vi�es   played a cri�cal role in reducing the 

piracy incidents. For instance:

Ÿ    Physical protec�ve measures were taken by merchant 
vessels under BMP (Best Management Prac�ces), 

Ÿ �The merchant vessels used IRTC (Interna�onally 
Recommended Transit Corridor), which was set up in 2009, 
and they passed through IRTC in convoy, under the escort of 
naval vessels.    
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�������· CTF 465 EUNAVFOR (European Union Naval Forces), also known as Opera�on ATALANTA, the 

counter piracy opera�on at sea of the Horn of Africa,  
· Mari�me Task Groups (China, India, Russia, etc.) missions in the region. 

   Resolu�on 2383, unanimously adopted by United Na�ons Security Council (UNSCR) on 7 November 2017, 

grants authoriza�on for interna�onal naval forces to fight piracy and armed robbery off the coast of Somalia. 

The previous resolu�ons adopted by UNSCR since 2008 concerning the situa�on in Somalia are indicated 

below: 

ü They also had special armed security teams on the vessel during their transit in the high-risk area.  



    As a result of the precau�onary measures, hijacking incidents did not occur between 2012-2017. For the 

first �me in the last 5 years,  a hijacking incident occured in 13 March 2017, when a Comores- flagged 

merchant fuel tanker MT ARIS 13 was seized by Somalian Pirates.  The vessels such as MT ARIS 13, which 

transit through Socotra Island and Somalia with low speed, low free-board, might be an easy target for 

pirates. Another hijacking incident occured on 31 March 2017, when a Dhow type Indian cargo ship AL 

KUASAR was seized by the pirates. Unlike the hijacking incidents having occured between 2007-2012, both  

ships and their crew were released by pirates without payment of ransom. Although these events which 

occured at the beginning of 2017 were regarded as the resurrec�on of piracy off the coast of Somalia, there 

were no links between the recent incidents and the former piracy networks, therefore both case were 

considered as individual incidents. However, the number of suspicious incidents has increased recently. For 

instance, a number of false alarms have been  reported due to the fact that merchant vessels passing 

through the region suspect the approaching local fishing vessels of conduc�ng piracy.

The Current Situa�on in Somalia and Yemen and the Reasons of Instability 

     According to the UN reports, about 20,7 million people are in need of assistance in Yemen, where civil war 

has been con�nuing since 2009 and the public ins�tu�ons have been corrupted.  Out of 900,000 cholera 

outbreaks in the region, 2,200 of which resulted in death. Yemen is a country where more than 2,3 million 

children suffer from starva�on and 201 children have been killed due to the shoo�ngs since 2017.  Therefore, 

there is neither poli�cal stability nor safety of life in the region.
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    Somalia is another country which has been suffering from famine and starva�on with a popula�on of 14 
million. Due to famine, 6 million people are in need food and 2.9 million need humanitarian assistance. At 
least 600 people have lost their lives due to cholera outbreak in the country.. 
   
   Given the data obtained so far, the main causes of piracy and other illegal acts in Somali can be listed as 
follows:   

ü  The outbreak of the civil war in Somalia in 1991, along with the ongoing instable  environment,
ü  The drought which affects the East Africa district, including Somalia,
ü  Weak policies, poverty, unemployment, poor management, tribalism and foreign influence,    
ü   Illegal fishing,
ü   Terrorist group Al-Shabaab's ac�vi�es.

Ac�vi�es Conducted within the Scope of CTF 151 Command Mission

     CTF 151's mission is to disrupt piracy and armed robbery at sea and to engage with regional and other 

partners to build capacity and improve relevant capabili�es in order to protect global mari�me commerce 

and secure freedom of naviga�on. 
  
   As a mul�na�onal opera�on, CTF 151 missions were carried out between 29 June-2 November 2017, by 12 

officers from Turkish Naval Forces and 6 officers from Australia, Bahrain, Japan, Republic of Korea, Pakistan 

and Saudi Arabia. The missions were also supported by two CMF officers from the U.S. and Royal Navies.

  During the command task, CTF 151 were provided 

support with TCG GİRESUN and Japanese, Korean 

Republic and Pakistan Navy frigates as well as two 

Japanese P-3C Orion mari�me patrol aircra�s 

deployed in Djibou� .      
 
  Between 14-28 September 2017, CTF 151 led focus 

opera�on (FO) “Dynamic Kharif”, which was named 

a�er the local wind at the region. The main aim of the 

opera�on was to deter and disrupt piracy threats off 

the coast of Somalia, especially at the onset of 

seasonal weather condi�ons . During the opera�on, 

first priority was given to Socotra Island,  then  second 

to Gulf of Aden. The opera�on was carried out by CTF 151,  in close coopera�on with CTF 465 units.
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      Captain SEZENLER was born in ISTANBUL in 1971. He joined the Naval High School as a cadet in 1985 

and graduated from the Naval Academy in 1993. A�er gradua�on SEZENLER served as Weapon 

Electronics Officer onboard frigate TCG MUAVENET between 1994 and 1997, as Weapon Electronics 

Officer onboard frigate TCG BARBAROS in 1997 and as Gunnery and Guided Missile Officer onboard 

TCG GİRESUN between 1997 and 1999.
  
   Capt. SEZENLER served as the Interna�onal Course Planning and Execu�on Officer in the Turkish Naval 

Headquarters between 1999 and 2001. He graduated from the Turkish Naval Staff College with an 

honors degree as Staff Officer in 2003 and served as Weapons Officer onboard frigate TCG GOKCEADA 

in 2003 and 2004.
   
  Between 2004 and 2008, he served as the Personnel Planning Officer in the Turkish Naval Headquarters 

and the Execu�ve Officer onboard TCG GOKOVA. He graduated from the Turkish Naval War College in 

2006.
  
  Capt. SEZENLER served as the Ba�alion Commander in the Turkish Naval Academy between 2008 and 

2010. He was Commanding Officer onboard TCG GOKSU in 2011, and later onboard TCG GELIBOLU 

between 2011 and 2013. He served as Chief of Staff, Naval Base-Aksaz, between 2013 and 2016. Capt. 

SEZENLER was assigned as Commodore, Second Destroyer Division.
   
   During his career, he joined Opera�on Sharp Guard in 1994 and Opera�on Ac�ve Endeavour in 2004 

under NATO Command. Also during his sea assignments, he joined the Standing Naval Mari�me Group-

2 in Mediterranean in 1997 (as STANAVFORMED) and UNIFIL (United Na�ons Interim Force in 

Lebanon) in 2007, Opera�on Unified Protector in 2011, Opera�on Mediterranean Shield in 2016 and 

Opera�on Sea Guardian (Focused Opera�on) in 2017. Also, he commanded CTF151 in 2017.
   
   He is married to Funda SEZENLER and has a daughter named Duru. Capt. SEZENLER speaks English.

COMMANDS :       

TCG GOKSU Frigate, CO. (2011)
TCG GELIBOLU Frigate, CO. (2011-2013)

nd
2  Destroyer Division Commodore (2016-2017)
Opera�on Mediterranean Shield, Commodore. (2016) (Eastern Med.)
NATO Opera�on Sea Guardian, Commodore. (2017) (Eastern Med.)
CTF 151, Commander (2017) (Gulf of Aden, Somali Basin and Indian Ocean)

*
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OUT OF SIGHT OUT OF MIND

    Mari�me transport is the key cri�cal factor in world trade and is indispensable for the global system. 80% 

of world trade by value and %90 of the volume is sea trade. The total amount of goods loaded worldwide is 

es�mated 8.7 billion tons. Without the free movement of merchant ships, import and export goods to 

con�nue our daily lives would be impossible.
  
   Therefore mari�me security has always focused on securing the movement of merchant shipping from 

enemy naval forces, pirates. Today mari�me security involves protec�ng a states mari�me territory and 

marine infrastructure on land and sea.  And protec�ng the sea lines of communica�on has always been a 

significant aspect of mari�me security. 
   
   The term Sea lines of communica�on (abbreviated as SLOC) is mainly used to describe the primary naval 

routes between ports, used for trade, logis�cs, and naval forces. Almost like highways in the sea, where due 

to geography, ocean-going vessels follow certain paths to avoid islands, shallows and other impediments to 

their travel.

   However today some of the most cri�cal lines of communica�ons are not on the surface of the seas but 

rather at the bo�om of them. 
   
  In 1850 the first ever interna�onal submarine cable was laid across the channel between the United 

Kingdom and France. 8 years later the first trans-ocean data cable was successfully laid stretching more than 

2,000 miles from Ireland to Newfoundland.

 150 years a�er the first telegram was sent via the first transatlan�c cable, almost 97% of global 

communica�ons are s�ll transmi�ed via cables lying deep beneath the oceans whereas satellites account 

for just 3% of global data transmissions.
    
   Today, a submarine network comprising an es�mated 213 independent cable systems and 545,018 miles 

of fiber has quietly become one of the world's most vital pieces of infrastructure.

  In a single day, these cables carry some $10 trillion of financial transfers and process some 15 million 

financial transac�ons. 
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Piracy, free movement of merchant ships, the security of port 
infrastructure, illegal immigration are still fundamental concerns in 
maritime security. However, securing submarine data lines of 
communication is no less important



   It is evident that the communica�on lines below the sea are enabling world trade and global commerce 

thus keeping the lines of communica�on on sea surface ac�ve.

   In addi�on to the above-men�oned, submarine networks, there are government owned and operated 

communica�ons networks. One of them is Defense Informa�on System Network (DISN).  DISN is a 

worldwide-protected telecommunica�ons network that enables the exchange of informa�on and support 

to diverse telecommunica�on requirements for organiza�ons focused on, but not limited to, the United 

States Department of Defense.
   
   Although the network topology of DISN is not available in public domain, according to CEO of Verizon %95 

of data traffic on DISN is transported on commercial networks. 

   Despite their vitality to keep global trade and military opera�ons alive, the undersea cables do not come to 

the mind o�en when we talk about mari�me security. Yet, these cables are usually very vulnerable to 

accidents, sabotages or tappings. 

  In 2008, two civilian ships, off the north coast of Alexandria, laid their anchors to moor during poor 

weather. Their anchors dragged along the seabed while they rode out the weather. The anchors severed of 

five cables which together comprised two cable systems – connec�ng Europe, North Africa, and the Middle 

East. 
   
   The incident disrupted the internet of more than 80 million people in the Middle East and Asia, Egypt and 

Pakistan, for instance, lost 70% of their internet. India lost between 50-60% of its westbound connec�on.

  In 2003, a 6.8 magnitude earthquake occurred in the Mediterranean near to the Algerian coastal city of 

Bourmerdès.  The quake not only caused widespread damage on land and led to significant loss of life, and 

injury. The earthquake created tsunami powerful enough to cause undersea landslides which severed five 

communica�ons cables, impac�ng the country's connec�on with Europe. The damage took six weeks to 

repair, including the need for an en�rely new 120 km sec�on of cable. The effects of this interrup�on where 

also felt in Turkey since the damaged cables made landfall in here.  
    
   In 2013 three men were arrested off the coast of Alexandria for allegedly cu�ng the SEA-ME-WE 4 cable  a 

major cable connec�ng the region, including much of East Africa, to the rest of world. Damage to the cable 

affected 614 networks connected to Telecom Egypt.
    
   During the Cold War,  United States Navy, CIA, and Na�onal Security Agency run secret opera�ons to tap 

the place wire taps on Soviet underwater communica�on lines. One of the most known of these opera�ons 

is Ivy Bell. Between 1971 and 1981, USA tapped the undersea communica�ons cable in the Sea of Okhotsk, 

which connected the major Soviet Pacific Fleet naval base at Petropavlovsk on the Kamchatka Peninsula to 

the Soviet Pacific Fleet's mainland headquarters at Vladivostok. 
    
   In 2013 the NSA whistleblower Edward Snowden disclosed that Britain's spy agency GCHQ had found a 

solu�on to successful tap into fiber-op�c networks and it has secretly gained access to the submarine 

cables. The collected data was shared with its American partner, the Na�onal Security Agency.
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     In 2017, the Russian deepwater research ship Yantar was observed sailing in the close vicinity of the 
underwater data cables between Turkey-North Cyprus, Israel – Cyprus and interna�onal IMEWE 
undersea wires off Lebanon. A�er a short deployment to the Black Sea the ship spend a considerable 
�me in the close vicinity of various undersea cables in Eastern Mediterranean causing concerns whether 
she was trying to install tapping devices to these cables. 

  The interna�onal community's reliance on submarine fiber op�c cables cannot be underes�mated. From 
the Internet to phone and bank services to science and military uses, it is not an exaggera�on to say that 
the submarine fiber op�c cable has become the founda�on of our modern digital society,  and one of the 
most cri�cal drivers in globaliza�on. 

   What would happen if an adversary renders one or more submarine cables in opera�onal as it is much 
discussed in these days?

   It will not mean the end of the world as we know it since these vital data connec�ons have backups. The 
data will be rerouted from the defunct cable to the ac�ve ones usually very fast. Nevertheless depending 
on the loca�on and the cable such outages may have severe effects. 

   When in 19 December 2008 three of the world's largest cables from Italy to Egypt had been severed, US 
Air Force operators in Nevada were unable to fly their UAV's from Balad AF Base in Iraq. One UAV may 
require up to 500Mbps bandwidth to operate. Undersea cables are needed to provide to transport such 
large quan��es of data. And such cable connec�ons are much faster compared to satellite connec�ons. 
Though the UAV opera�ons of USAF never came to a full halt, they were significantly less in numbers 
un�l the cable was fixed.

   Although such outages on cables will never truly stop the flow of informa�on, they can create 
disrup�on and losses can occur in the financial, diploma�c and social sectors. And this might be what the 
adversary just wants. 

   To create and disseminate misinforma�on and disinforma�on, to spread propaganda to shape public 
opinion and to influence the ac�ons of your enemy has always been significant. These methods are very 
much used in today's hybrid wars. Adding a few cut submarine cables to communica�on chaos might �p 
the balance to one's favor. 
 
   The exis�ng mari�me security concerns are usually focused on tradi�onal issues like piracy, free 
movement of merchant ships, the security of port infrastructure, illegal immigra�on on seas, mari�me 
domain awareness etc. As our dependence on submarine cables to carry vast amounts of data increases 
con�nually, more efforts must be given to providing their security must also be considered a significant 
factor in the future. 
   
    Protec�ng the data lines of communica�ons is no less important than protec�ng the sea lines of 
communica�ons.

Bibliography

- Sunak, Rishi. (2017) Undersea Cables: Indispensable, insecure. Policy Exchange 
- Sechrist, Michael. (2010) Cyberspace In Deep Water: Protec�ng Undersea Communıca�on Cables. 
Harvard Kennedy School.
- Davenport, Tara. (2015) Submarine Cables, Cybersecurity and Interna�onal Law: An Intersec�onal 
Analysis. Yale Law School
- The Guardian. (2013) GCHQ taps fibre-op�c cables for secret access to world's communica�ons

WWW.MARSECCOE.TSK.TR                                                                                                                                        MARSECCOE 2018    24



 
Cem Devrim Yaylalı
devrim.yaylali@gmail.com
Naval Enthusiast

   Cem Devrim Yaylalı was born in Paris and raised in Istanbul, where he currently lives. He has a 

degree in economics, from University of Istanbul. His interest in naval issues began by taking 

photos of warships visi�ng Istanbul. His first photos were published in Jane’s Figh�ng Ships in 

1991. Since then his photos and ar�cles have been published in various naval publica�ons both 

Turkish and foreign such as Türk Deniz Kuvvetleri Dergisi, Seaforth World Naval Rewiev, Combat 

Fleets of the World, Warships IFR. He is married, with one son. 

*

25     MARSECCOE 2018                                                                                                                                        WWW.MARSECCOE.TSK.TR

mailto:devrim.yaylali@gmail.com


1. Introduc�on

   In the New World Order of the 21st century, the informa�on age has revolu�onized our lives, shrunk 

distances, and made socie�es more interdependent. Cyberspace and its underlying systems emerged as 

domains of profound influence on defense doctrines with the advent of communica�ons technology, 

prolifera�on of the Internet and networked devices so-called the “IoT” (The Internet of Things). Virtual 

warfare, waged via computers and the Internet, became an essen�al aspect of military conflicts between 

adversaries, as the opera�on and management of warfare in the future has begun the change.1 To 

policymakers, possession of fastest computers is as crucial in the 21st century as possession of longest-range 

aircra� was in 20th century. Just as airpower had transformed ba�le scenes back then, the military u�lity of 

cyberspace has risen with diffusion of asymmetric warfare, which, in essence, is the goal of a war: One side 

will inevitably want to dominate over the other and make the balance asymmetric.2 As a form of smart power, 

cyberpower emboldens low-profile actors, decreases threshold of turning points in crises, and mul�plies 

kine�c power’s impact. Since the very orality of the Internet has a way of turning territorial ba�les into 

ba�les of ideas,3 transforma�on of modern ba�les u�lises de-territorialised cyber a�acks as means of 

persuasion and winning hearts and minds on a mass scale.4 In the informa�on age, what’s important is not 

just “whose army wins in ba�le, but whose story wins over people”.5

    News headlines highlight incidents about private firms, governmental ins�tu�ons, agencies, and cri�cal 

infrastructure as frequent targets of increasingly sophis�cated cyber weapons and techniques u�lized by 

criminal organiza�ons, state-sponsored terrorist, belligerent non-state actors, as well as na�onal armed 

forces. Depending on assailant’s mo�va�on and desired impact on the target, malicious ac�vi�es on 

cyberspace aim to subdue vic�ms through data loss, financial gain, espionage, damage to commercial, 

physical assets, and disrup�on of supply chain, transporta�on, communica�on, and geo-loca�on systems. 

Poli�cal actors are targeted during elec�on campaigns through perceptual manipula�on of public opinion 

over ads, spam, spoofing, and phishing a�acks through cyberspace. The real power of cyber is in fact its 

poten�al cascading effects on other domains. Since it enables a strike directly and immediately aimed at the 

seat of the opposing will and policy, it diminishes the decisiveness of major wars.6 Missile tests, nuclear 

detona�ons, and advanced AI pla�orms precipitate cyber responses that may spiral into a full-scale conflict 

in high-risk profile regions.

                                    by Serhat S. Çubukçuoğlu 
                                       Researcher in International 
Politics and Development, International Relations
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Virtual warfare, waged via computers and the Internet became and 
essential aspect of military conicts between adversaries, as the 
operation and management of warfare in the future has begun the 
change 

Cyber Security and the Changing 
Nature of Warfare in the 21 st Century
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2. Cybersecurity and Hybrid Warfare

    For 400 years, those who possessed the greatest power in the global commons, especially at sea, have 

been able to exert dominion over those who do not. Cyberspace, on the other hand, appears to empower 

challengers to resist against hegemony.7 Insurgents, armed groups, terrorists, poli�cal frac�ons of all sorts 

can exploit vulnerabili�es of na�ons states by using “hack�vist” techniques to further their cause and 

undermine the global order.8 Above all,cyberspace has the poten�al to promote social and poli�cal change, 

as seen by the transforma�ve effect of social media on poli�cs in the Middle East and North Africa, and 

furthermore to “alter the configura�on of the global commons”.9 The Internet is the new ba�lefield, social 

networks are the weapons, and states, non-state actors, and ci�zens are its combatants.10

   Cyber warfare may not resemble conven�onal war but damages can be as crippling. Perhaps most 

importantly, since cyberspace is ubiquitous, it affects all aspects of life, rendering it highly unlikely that future 

conflicts will unfold in exclusively one domain. Due to its low buy-in cost and as a mul�plier of physical force, 

cyberwarfare can generate “catastrophic cascading effects through asymmetric opera�ons”.11 A cyber a�ack 

can target a na�on’s “nervous system”12 behind the protec�ve barriers of physical ba�lefronts, and as such, 

its principal goal is to persuade and subdue the enemy through strategic communica�on without figh�ng, 

thus framing a conflict in an ideologically advantageous way that enables direct influence over socie�es.13 

Iran, for instance, uses a mix of threats and forces to employ in�mida�on as a form of asymmetric warfare.14 

A cyber-espionage group linked to the Iranian government recently a�acked energy, military, and aerospace 

targets in Saudi Arabia, South Korea, and the U.S.15 A war does not necessarily involve conflict, and, as Sun 

Tzu says in his famous work “The Art of War”, Iran’s aim is to win the war without figh�ng the war.16

    In hybrid wars, states and non-state actors blend high-tech capabili�es, like an�-satellite weapons, cruise 

missiles, and ICBMs with terrorism and cyber-warfare.17 Russia allegedly uses disinforma�on and 

propaganda in synch with cyber a�acks and military show-down against Bal�c states, Finland, and Norway.18 

This emerging form of warfare includes the en�re society and necessitates a comprehensive escala�on 

strategy to integrate vulnerabili�es into a robust security infrastructure for effec�ve crisis management. This 

is a complex world of confronta�ons and conflicts rather than one of war and peace.19 In non-tradi�onal, 

irregular warfare, “netwar” as a form of low-intensity cyberwarfare suits the defini�on of cross-domain 

warfare in the 21st century. Empowered non-state or sub-state actors u�lize cyberspace to organize their 

cons�tuents and challenge central authori�es of na�ons. ISIS, for example, uses cyberspace as a 

propaganda pla�orm to shape the “informa�on environment” of conflict20 and gain public support, enabling 

it to wage a leaderless warfare. This dis�nct strategic character and concept of opera�ons21 necessitates an 

inter-agency connected specialist counter-terrorism task force suited for cyber-defense with a flat, de-

centralized structure to increase crisis response agility.

     Regre�ably, prospects for defense against cyber a�acks are not good. Firewalls can be breached, people 

can be exploited, and systems can fail to detect intruders. Open socie�es such as the U.S. have 

promiscuously networked their systems in ways that make it very difficult to disconnect from the Internet.22 

Despite earlier warnings from Israel to its U.S.counterparts,23 Russian state-sponsored hackers were able to 

conduct cyber espionage on the NSA material from a contractor’s laptop through Kaspersky Lab’s ant-virus 

so�ware.24 
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    Cyberarms are easily found on the dark web or off-the-shelf. If insurgents can use the tools of globaliza�on 

against itself and can cross all of the organiza�onal boundaries, so must the defense systems: There is need 

to have a holis�c approach to cyber defense.25 With this goal, the U.S. Department of Homeland Security, for 

instance, aligns agencies for new types of crises including cyber a�acks to minimize the impact of “unknown 

unknowns” while fostering organiza�onal development of na�onal crisis management. Following the a�ack 

on NHS in 2017, the UK has increased funding for GCHQ to make it a “cyber-organiza�on” as much as an 

intelligence and counter-terrorism one.26 Similarly, the first EU ministerial-level cyber exercise conducted in 

Estonia was based on a fic�onal scenario that “moved from a minor cyber incident up to a real blockade of 

communica�ons systems that stopped a naval opera�on on the Mediterranean.”27

3. Crisis Management in 21st Century Warfare

     Crisis management in statecra� is the art of using �me and space to advance one’s gains,28 especially by 

turning dangers into opportuni�es. It takes place at a crucial �me during when there is high probability of 

hos�li�es due to perceived threat to vital interests. How a crisis may unfold, escalate, and whether it can be 

prevented are of prominent concern for the precrisis phase. Deterrence is of crucial importance to prevent 

escala�on of crisis and cybersecurity has a large role in crisis management. In this regard, escala�on 

dominance is an indispensable and desirable aspect of successful crisis management, which can take kine�c 

form, with armed forces, or non-kine�c form, with cyber weapons that serve as a pla�orm of a�acks on 

informa�on systems. In pre-crisis phase, cyber escala�on as a basis for cyber deterrence becomes much 

more salient.29 As sophis�cated cyber threat actors are ever growing, North Korea, for instance, has acquired 

capabili�es to a�ack the South prior to tes�ng its new arsenal of nuclear weapons and missiles. Pyongyang 

has the cyber power to incur as much damage as possible against military, infrastructure, and industry 

complexes in a conflict situa�on, and frequently does cyber reconnaissance to prepare for war with the 

South. If it breaks out, during war �me, North Korea may launch cyber a�acks,30 and as a response the allied 

cyber command can provide means to penetrate, disrupt, and corrupt North Korea’s networks.31 Cyber 

capabili�es can give the U.S. Navy Seals the advantage on the ground, ensure that satellites have the most 

accurate posi�oning for a laser-guided missile a�ack, and respond to domes�c civil unrest in the South.

  Essen�ally, escala�on and de-escala�on of 21st century crisis can take place across all domains of warfare: 

Land, Sea, Air, Space and Cyber. In cross-domain warfare, the pla�orm in which the a�ack is launched and 

where its effects are felt may be different. Firstly, anonymity and intangibility of cyber-a�ackers are 

undermining factors against efforts to prevent crisis from turning into war. At the onset of a crisis, with the 

iden�ty of cyber a�ackers possibly unknown,making retalia�on difficult, elusive decision-making may lead 

to escala�on of hos�li�es.32 An effec�ve means to deter a major war may prove ineffec�ve.33 Secondly, 

cross-domain escala�on resembles horizontal escala�on in that one side has a perceived advantage over the 

adversary, although, unlike horizontal escala�on, crossing a geographic threshold may not necessarily be a 

pre-requisite to be considered as an escalatory move. During Korean Missile Crisis, the U.S. had a military 

advantage around the Western Pacific whereas North Korea had an advantage around the peninsula: Taking 

posi�ons and showing of capabili�es was a poten�al horizontal escala�on from Korea to the Pacific, but it 

does not need to involve use of physical force.
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  Cross-domain warfare is characterized by effects-based opera�ons: if intended consequences of a 

par�cular type of ac�on within a domain unfold in a different domain, it makes possible to realize synergies 

between domains. Kine�c a�acks against cyber facili�es or cyber a�acks against kine�c weapon systems 

highlight the rela�onship between kine�c and non-kine�c forces with regard to crisis escala�on. On one 

hand, nuclear plants in the U.S. operate on high assurance environments, monitored, maintained and and 

isolated from the Internet against cyber threats. North Korea or Iran may not be able to a�ack a U.S. aircra� 

carrier but may do so to those facili�es that enable these systems to destroy intended targets,34 such as the 

GPS satellite network. Indeed, cyber a�ackers might have engineered the collision between the U.S. Navy 

ship USS Fitzgerald and a container ship off the coast of Japan via an intrusion on the networked control 

system and disrup�on to GPS naviga�on.35 

   Crisis readiness in cyberwarfare requires acute awareness of poten�al vulnerabili�es, ability to pick, 

analyze, and act upon the right informa�on and inter-agency coordina�on. Tackling with cyber aggressors 

should not be le� only to capabili�es of IT professionals, who are more common, but rather involve people 

with diverse skills and backgrounds to make sense of vastly increasing amounts of big data through the 

prolifera�on of social networks.36 Using simula�ons, crisis gaming, and imagina�on37 can help connect the 

dots, increase agility, and facilitate cyberthreat assessment. During the 9/11 a�acks in New York, there was a 

need for the Federal Avia�on Administra�on (FAA) to ground all flights within the first few hours, which 

could be facilitated by a cyber swat team. Post 9/11, the U.S. and its allies deployed a variety of military 

capabili�es with the intent to destroy terrorists and those who harbor them. As an escalatory op�on, it 

included the policy of pre-emp�on based on ac�onable intelligence. In cyber domain, this meant the 

opening of a door to a new era of escala�on, as exemplified in the use of Stuxnet computer virus by the U.S. 

and Israel’s covert ac�on forces against Iran’s nuclear program. In a similar fashion, China has o�en used 

cyber weapons against the U.S. government computer systems and contractors with the mo�ve to map 

“military capabili�es that could be exploited during a crisis”.38 The goal being to take a picture of the U.S. 

defense networks, logis�cs, and related military capabili�es that could be targeted during a crisis, cyber-

weapons have become integral to Chinese military strategy and it is es�mated that 90% of cyber-espionage 

in the U.S. originates from China.39
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4. Conclusion

    Cybersecurity is a vital component of combined opera�ons in modern warfare. It can be used by states, 

armed groups, insurgents, and terrorists as a powerful tool to gain asymmetric advantage, impose demands, 

and subdue opponents. Nevertheless, notwithstanding cu�ng edge capabili�es that cyberspace provides, 

like any other advanced technology, it cannot be a pure play op�on for warfare. It is highly unlikely that cyber 

a�ackers can breach a nuclear plant to trigger a disaster. As a force mul�plier for kine�c power, however, it 

can be put to divide, dishearten, and disrupt an adversary’s will to fight, gather intelligence and trigger a crisis 

by subver�ng network defenses. Cyber a�acks may be perceived as escalatory signals in a crisis se�ng and 

precipitate kine�c responses, or vice versa, laying clear the increasingly cross-domain character of military 

hos�li�es. Serious impact on a state’s cri�cal infrastructure, economy, and reputa�on, even if non-lethal, 

may grant the right to invoke the U.N. Ar�cle 51 for self-defense. In the 21st century’s hybrid warfare, cyber 

domain will be a central part of conflicts and complement other domains for both states and non-state actors 

as armed groups use it to their advantage to dominate their adversaries. It requires more than just military 

hardware, but also training, public awareness, and cross-agency coopera�on to survive in this new normal.
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*    by Ferhan Oral
         Navy Captain 

EXER MARSEC 2018

Maritime Security Exercise-2018 (EXER MARSEC-18) will be conducted 
on 07-09 November 2018 as a Command Post Exercise (CPX). 
      
     The same exercise was conducted in 2015 with a LIVEX phase and wide variety of par�cipants from civillian 

and military governmental organisa�ons (ministries, coast guard, na�onal police, academics, Turkish naval 

assets and Romanian Navy patrol boat)  together with NATO (NATO Shipping Center/MARCOM, ENSEC 

COE, CJOS COE), and non-NATO (Qatar and Coast Guard, Bahrain Navy and C-SIGMA/USA) observers took 

part in this exercise.

EXER MARSEC -15 CPX Phase 

Pictures from EXER MARSEC -15
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    The aim of this exercise is to enhance mari�me securty, focusing on Mari�me Security Opera�ons (MSO) 

and its sub tasks, by enhancing awareness, coopera�on and interoperability among mari�me security 

stakeholders.

Its objec�ves include;

- Involving other mari�me stakeholders in MSO and improving Mari�me Situa�onal Awareness (MSA),
- Enhancing regional coopera�on in mari�me transporta�on and port security,
- Improving mari�me counter terrorism and counter prolifera�on of Weapons of Mass Destruc�on (WMD)
- Enhancing interoperability, doctrine and terminology standardiza�on between MSO assets
- Exercising crisis management methods in the context of mari�me security

   As a first step throughout the exercise 

process, a na�onal planning mee�ng was held 

at MARSEC COE in 22 March 2017 with the 

par�cipa�on of governmental agencies. The 

aim of that mee�ng was to inform par�cipants 

about the exercise, its planning process and 

the dra� exercise concept while sharing 

“lessons learned” from EXER MARSEC-15. 

Frui�ul discussions were made during this 

mee�ng.
   
    The second step will be the   Ini�al  Planning 
   

  The fi�h and the final step is the 
execu�on of the exercise as CPX in 
M u l � n a � o n a l  J o i n t  Wa r fa re 
Center/Levent-İSTANBUL on 05-09 
November 2018.
     

Conference (IPC) to be held on 29 June 2018. The invita�on le�er regarding the event was sent as of 17 

January 2017 and responses were received. The aim of that conference is to present the ini�al dra� 

EXERCISE PLAN (EXPLAN), to confirm requirements and capture per�nent informa�on required to develop 

and coordinate a dra� EXPLAN and further to develop the scenario.
   
    The    third    step  will   be   the   Main  Planning Conference to be held on 14 September 2018, during 

which the aim is to collect the final inputs to the EXPLAN. The fourth step will be the MEL/MIL Workshop and 

Final Coordina�on Conference to be held on 4-5 October 2018. The aims of those ac�vi�es are;

   -To establish the sequence of events which will trigger the decisions and ac�vi�es for the target audience 

indicated in the 'Exercise Training Objec�ves',
    -To accomplish final coordina�on ac�vi�es,
    -To publish EXPLAN.

EXER MARSEC -18 National Planning Conference, 22 March 2017
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University/Turkey.
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VISIT

MARSEC COE ONLINE
w w w . m a r s e c c o e . t s k . t r

By clicking on MARSEC COE ofcial website, you’ll nd our 

previous and latest activities as well as the academic studies 

and practical information on maritime security issues.
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Author Guidelines

1. The MARSE COE Journal is a publica�on aiming to serve as a forum for the presenta�on and s�mula�on 

of innova�ve thinking on Mari�me Security related issues such as piracy, prolifera�ons of WMD, Mari�me 

Situa�onal Awareness, Cyber, NATO MSO opera�ons, na�onal developments and projects etc.

2. It is fundemantal for ar�cles to be published in this journal that original, consistent  with the methodology 

and contribute to existent prac�ce and doctrine. Ar�cles will be wri�en in English and not to be published in 

any other publica�on before, either na�onal or interna�onal. It is open to receive and publish ar�cles at 

info.marseccoe@dzkk.tsk.tr

3. The views and opinions expressed or implied in the MARSEC COE journal are those of the author and 

should not be construed as carrying the official sanc�on of the Turkish Armed Forces. 

4. Author is responsible for the mistaken cita�ons. There will not be any copyright royalty for the published 

ar�cles.

5. Preferred format for text is Microso� Word and ar�cles' page can extent to 3000 words maximum and 

should be wri�en in Times New Roman 12, jus�fied, single line spacing, 3 cm for le�, right, bo�om, top 

margins and proper for A4 (210x297) page structure.

6. References are each numbered, ordered sequen�ally as they appear in the text. If the ar�cle is dra�ed by 

using part of a thesis that can be citated by a footnote.

7. Pictures, graphics, drawings should be demonstrated as 'figure' and tables as 'chart' those figures and 

charts should be numbered sequen�ally.

8. Brief biography of the author should also be provided.
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