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Section One: Facing The Cyber Challenges

– Cyber Crime, Cyber Terrorism, Cyber Warfare, Cyber

Attack Vectors, Cyber Defense Tools, Cyber Threat

Landscape



Cybercrime (narrow sense: computer crime) covers any illegal

behaviour directed by means of electronic operations that target the

security of computer systems and the data processed by them.

Cybercrime (broader sense: computer-related crimes) covers any

illegal behaviour committed by means of, or in relation to, a computer

system or network, including such crimes as illegal possession and

offering or distributing information by means of a computer system or

network.

Definition: Cyber Crime

10th United Nations Congress on the Prevention of Crime and the Treatment of Offenders, 2000, 

A/CONF.187/10, page 5; available at: www.uncjin.org/Documents/congr10/10e.pdf.



“Cyber-terrorism is a criminal act perpetrated by the use of

computers and telecommunications capabilities, resulting in

violence, destruction and/or disruption of services to create fear

by causing confusion and uncertainty within a given population,

with the goal of influencing a government or population to

conform to a particular political, social, or ideological agenda.”

FBI, 2011

“Cyber Operations and Cyber Terrorism, Handbook Number 1.02”, US Army Training and Doctrine 

Command, Deputy Chief of Staff for Intelligence, Assistant Deputy Chief of Staff for Intelligence – Threats, 

Fort Leavenworth, Kansas, 15 August 2005.

Definition: Cyber Terrorism



“Cyber Warfare is the sub-set of information warfare that

involves actions taken within the cyber space.”

“Cyber Warfare is a combination of computer network

attack and computer network defense, and, possibly special

information operations.”
Parks & Duggan

Raymond C. Parks and David P. Duggan, “Principles of Cyber-warfare”, Proceedings of the 2001 IEEE

Workshop on Information Assurance and Security, United States Military Academy, West Point, NY, 5-6 

June, 2001

Definition: Cyber Warfare
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Cyber Defense Tools
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Cyber Defense Methodology: Creating Cyber Security Awareness
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Section Two: Anatomy of a Maritime Cyberspace

– Cyber Anatomy of a Modern Ship = Maritime Cyber

Targets.



The ship in the age of ICT appears as

Foucault described it: As a

“heterotopia”; a place that is both

isolated and penetrable.

Michel Foucault

Of Other Spaces: Utopias and Heterotopias

March 1967



The Cyber Anatomy of a Modern Ship:
Maritime Cyber Targets

Propulsion & Power Control & Management Systems - Access Control Systems

Communication Systems: SATCOM, VOIP, VLAN
Navigation Systems: GPS, ECDIS, AIS, RADAR

Cargo Management Systems   -   Passenger Servicing & Management Systems
Passenger & Crew Network Systems: WiFi, LAN, MAN – Administrative & Crew Welfare Systems

Core ICT: Operating Systems – Windows-Android-IOS

Routers, Switches, DNS, Hubs

       Accounting and Other Office Systems  - Training, Simulation & Modelling Systems - Internet Based Telemedicine 

Any Other Industrial Control Systems (ICS) & Programmable Logic Control (PLC) based Compounds

I
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T
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Maritime Cyber Awareness: Reports to read



Section Three: Injections: "What If…", "What would

you do?"

1. The Operating System Compromised

2. Cargo Management Blues

3. By USB…

4. Thru a virus

5. APT, APT…

6. …

7. …

8. …
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The operating system that runs the computer which controls (i) the

Navigation System, (ii) Propulsion and Power Systems of your ship

has been infiltrated by a virus that ruins the kernel thus renders your

computer useless. It takes six hours to reformat and reload a new copy

of the operating system for all these systems come back to normal.

What would you do without propulsion system and no power to

control it?

What if your navigational data goes down the drain while you are

being attacked by an enemy ship for that six hours of agony?

What are you going to do?

Injection #1 OS Compromised



The Cargo management software got infected by a specific malware

that got into your system by a careless person who put his USB

memory stick to this computer system for listening blues music

downloaded from internet (or a porn movie for that matter).

Cargo Load balancing software thus misled you and you find out that

problem only when your ship begins to sink down couple of nautical

miles after leaving the harbour.

What would you do?

Injection #2 Cargo Management Blues



1. Cyber attack to Oil Rigs: An APT to

Critical Infrastructure

2. Cyber attack to Harbor facilities:

MALWARE - Virus - DDOS

3. Cyber attack causing energy black outs:

An APT to Critical Infrastructure

4. Cyber attack to passengers on the ships:

Fake/spam e-mails, denial of internet

services altogether.

Types of Cyber Attacks Bravo Landia Could Perform

5. Cyber Intelligence & Operations

6. Cyber attack to shut down Navigation Systems of the ships.

7. Providing social media services to pirates & hackers thru cell phones
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