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The Purpose of The Study

This study focuses on to map the
observed cyber incidents in the

maritime domain to the tactics and
techniques listed in the

Adversarial Tactics, Techniques,
and Common Knowledge (MITRE

ATT&CK) Framework.

By using MITRE ATT&CK
Framework, threat actor profiling

that targets maritime organizations
is identified and their known

behaviors are mapped according
to the ATT&CK Framework.

For this purpose, the cyber groups
that carry out cyber-attacks and
the malicious software used by
these groups and the tools that
come from the characteristics of
operating systems are analyzed.

As a result of the study, measures
and precautions to be taken for the

protection of maritime systems
from malicious software and tools
used by cyber attackers affecting
the maritime industry have been

established



Material and Method



List of cyber gangs, the specific malicious software and
operating system utilities impacting the marine sector



The MITRE ATT&CK Framework



Analysis and Results

The proportion of the tactics, which is used most by cyber
gang in the maritime sector

List of the most used techniques and sub techniques
within the framework of MITRE ATT&CK in cyber-attacks
against the maritime sector.



Discussion

Proportions of techniques used according to TA0005

Proportions of techniques used according to
TA0043

Proportions of techniques used according to TA0042



Conclusion

The contribution of this study is to provide to maritime organizations
systematic measures to mitigate and prevent the effects of cyber-attacks on
maritime IT and OT systems. This study;

(ı) provides comprehensive mapping to helps organizations understand the
full spectrum of adversary behavior and map it to their own security
controls and defenses;

(ıı) enables the development of specific detection and mitigation strategies
based on known adversary techniques and procedures;

(ııı) facilitates the integration of threat intelligence into security operations by
providing a structured way to categorize and analyze threats;

(ıv) provides a common language for discussing and sharing information
about adversary tactics and techniques among security professionals;

(v) assists in identifying gaps in defenses and prioritizing security
investments to protect against the most relevant threats.
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